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What is privacy?



USA State Law Tracker | Portal Advisory | DataGuidance 

https://www.dataguidance.com/comparisons/usa-privacy-laws






Executive Order on the Safe, Secure, and Trustworthy 
Development and Use of Artificial Intelligence | The White House 

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/




Why do we care?



Do we care?



Autonomy
Dignity

Human Right



Let’s take a look at how 
privacy shows up in the law



I am not a lawyer!!!!!



I am not a lawyer!!!!!
And I’m definitely not simultaneously a US + Canadian 
+ UK + EU + Chinese + Japanese + …. lawyer



I am not a lawyer!!!!!
http://genlaw.org/ 

http://genlaw.org/


GDPR 

https://gdpr-info.eu/


Art. 4 GDPR – Definitions - General Data Protection Regulation (GDPR) 

https://gdpr-info.eu/art-4-gdpr/


!= privacy



+ Data Privacy | OSTP | The White House 

https://www.whitehouse.gov/ostp/ai-bill-of-rights/data-privacy-2/


Data 
protection

Privacy



Data 
protection

Privacy



ACLU, Students: Your Right to Privacy 

https://www.aclu.org/documents/students-your-right-privacy


Grimmelmann, “Internet Law: Cases & Problems”

https://internetcasebook.com/


What is a search?

What is a “reasonable 
expectation of privacy”?



Grimmelmann, “Internet Law: Cases & Problems”

https://internetcasebook.com/


Privacy: a fundamental right in Canada 

Laws from different 
jurisdictions can interfere

https://www.canada.ca/content/dam/hc-sc/migration/hc-sc/ewh-semt/alt_formats/hecs-sesc/pdf/pubs/occup-travail/privacy-protection/privacy-protection-eng.pdf


USA State Law Tracker | Portal Advisory | DataGuidance 

https://www.dataguidance.com/comparisons/usa-privacy-laws


Bloomberg Law: 
Comparing US State Data Privacy 

Laws vs. the EU's GDPR 

ColoradoVirginiaCaliforniaEU

https://pro.bloomberglaw.com/insights/privacy/privacy-laws-us-vs-eu-gdpr/
https://pro.bloomberglaw.com/insights/privacy/privacy-laws-us-vs-eu-gdpr/
https://pro.bloomberglaw.com/insights/privacy/privacy-laws-us-vs-eu-gdpr/


Protected health information - Wikipedia 

There are also domain specific privacy legislation

https://en.wikipedia.org/wiki/Protected_health_information


In the US, we care 
about privacy harms



In the US, we care 
about privacy harms http://genlaw.org/ 

http://genlaw.org/




What’s harm????



There’s a whole world 
of literature on harm







Privacy Violations







Subjective: 

“internal to the person harmed.”
“perception of unwanted observation.”
“acute or ongoing”

“range in severity from mild 
discomfort at the presence of a 
security camera to "mental pain and 
distress[] far greater than could be 
inflicted by mere bodily injury."”

Objective: 

“external to the person harmed.”

“This set of harms involves the 
forced or unanticipated use of 
information about a person 
against that person.”



Cases



What type of harm does DP protect?



Never

Data collection
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But also, it’s a little too 
expansive to solve all 
privacy harms 



What goes into a 
general privacy 
evaluation?



- Text extraction
- Personal information detection
- Sensitive text identification
- Contextualized tests



We can’t get there in one step

But we have to iterate

And get clear about what 
problem we’re solving



We can’t get there in one step
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We can’t get there in one step

But we have to iterate

And get clear about what 
problem we’re solving



Just a few more thoughts



Privacy == 
Security == 
Safety??



Privacy vs. 
Security vs. 
Safety??



It’s all very 
blended right now



Who is your dang 
audience?
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Jagielski 

jagielski@

Chris 
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cchoquette@

Chiyuan Zhang 
chiyuan@

Florian Tramèr 

James 
Grimmelmann 

A. Feder 
Cooper 

Erics WallaceJon Hayase

Thank you
Get clear on what problem are you 
solving

And check with the relevant parties

“Harm” is a legal concept and 
important for privacy

Data protection != Privacy

We have to start somewhere
But be clear about the limitations

https://katelee168.github.io/
https://nicholas.carlini.com/
https://www.seas.upenn.edu/~daphnei/me/
https://people.cs.umass.edu/~milad/
https://jagielski.github.io/
https://jagielski.github.io/
https://www.christopherchoquette.com/
https://www.christopherchoquette.com/
https://pluskid.org/
https://floriantramer.com/
https://james.grimmelmann.net/
https://james.grimmelmann.net/
https://afedercooper.info/
https://afedercooper.info/
https://www.ericswallace.com/
https://jhayase.github.io/

